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3 November 1971 


Good Afternoon, 


! welcome the opportunity to participate in your Tenth 
Annual Security Wes;: Program, in the climate of permissive- 
ness and dissension that exists not only in this country but 
around the world, security must be a serious concern to us all. 

The intelligence erga nLoi ions of the Soviet Union and 
China, as well as these elsewhere in the Communist world, 
have become increasingly pervasive and sophisticated. One 
cr more of them is active in every free world country. The 
XG3, of course, CO n L i a I U i. 0 be the most formidable of the 




mmunist services, and cur evidence indicates that It is 


steadily increasing its representation in non-Communist 
countries. The United States remains its top priority objec- 
tive, and key elements of the American intelligence services, 
such as the FBI, the CIA, and NSA head its list of targets. 


Approved For Release 2003/02/27 : CIA-RDP84-00780R004300020001-4 


ussy, 


Approved For Release 2003/02/27 : CIA-RDP84-00780R004300020001-4 


O 


The number of Soviet officials assigned to the. United 
States — in the Embassy in Washington, in the Soviet Mission 
to the United Mat ions, and to various ancillary establishments, 
such as Tass ~ has more than doubled ever the past ten years. 
In September 1951, more than 300 such officials were present 
in this country. There are now more than 700. This increase 
Is cf serious concern, particularly'whsn we know from a 
variety of reliable sources that more than 70 percent of the 
Soviets in the United States have some kind of intelligence 
mission. The pervasiveness of KGB operations was drama- 
tized most recently in Britain in October when the British 
Foreign Office was forced to e::pel 90 Soviet representatives 
because of their Intelligence activities and- deny re-entry to 


some 13 ethers who were temporarily away from their posts. 
Communist Intelligence organizations are the major 
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problem, but in focussing on these we should not overlook 
■ha throat posed by. our friends. \x is all too easy to relax and 


5 vvy^y ^ jj- < 

tsiiU 0 j J vU i . C: •«/ i * - ■ 


n our Holson activities. What weYe 


dofna, howv&Yo doing It, and, obviously, what we know are 


v/ i UVw 


sop Interest to til of them, he they the French, the 


Argentines, the Israelis, or the Belgians. Friendly services 
will prcsably not deliberately use our intelligence information 
against us, but it is obvious that we cannot depend on their 
discretion or their security in general. Courteous reticence 
should be the style of our intercourse. 

in the face of these threats, 1 think it is important for 


all of us in Intel! r -- 


- V(i jVs/ 


rk to periodically re-examine and 


re-evaluate our security practices to ensure that everything 
that. can be done tb). CuO! TlL» iG maintain the integrity of our 


intelligence mission. 
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There are- many elements to security, if l were asked 
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irsty of personnel, it may be trite but It continues to 
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weakest link. Despite the progress v;e nave made in recenx 
years in physical and technical security and despite the exten- 
sive precautions ws have taken in other related fields, one 

k r 


**h**/i ?«,n|a in h^s 
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$ v/i wvtiii w~u^c extremely serious can tags 
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States intelligence community can be penetrated. 


Examples which show that “It can happen here 11 are well known 


■;n vfti! 


uii. 


Intho Central intelligence Agency, we operate our 
arson nel security program on the assumption that the Agency 


can be penetrated and we spend considerable time, in 

« • * 
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injunction with the FBI, in conducting investigations or 
alleged penetrations. Fortunately, the cases we have inves- 


tigated thus far have always exonerated the employee. The 
fact that we have not yet found an agent of a foreign intelli- 
gence service at work in the Agency is fortunate, but it is 
significant oniy in so far as it acts as a spur to keep us 
attuned and alert to the ever present possibility that we may, 


m t 


fact, have a spy in our midst. One's previous record means 


little the day the first agent is found. 

At any rate, we must keep constantly in mind that 
because of current dissemination practices and the extensive 
coordination of both raw and finished intelligence, a pene- 
tration of any one agency usually involves the compromise 
of classified material of others. The Sgt. Johnson case is 
an example of this. Although he was assigned to the Armed 
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motion to the KGB, the materia! included sensitive reports 
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All of our Intalslcc-nco organizations operate from the 
same basic framework in clearing employees. Our field 
investigations are generally thorough and comprehensive, 


and our security clearances are Issued in accordance with tne 
previsions of the same Executive Greer. Personnel security, 
however, dess not step when an employee is safely on board. 


We cannot complacently assume that because cur employee: 


c 

U<y* 


have been through security screening programs they will be 
geed security risks during the rest of their careers d People 


change as they go along. Personal ana vinanciai prooiems 
occur, employees got tired of their jobs, others are frustrated, 
or develco on-job Grievances of one kind or another. Most 

j if ** 
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sscpla handle the inevitable personal and job-related problems 
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from assuming sny security significance but a few others do 
not. It Is those lev/ who are most susceptible to attempts by 
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Of a!! ths Americans known to have been successfully 
recruited by the KGS, none was ideologically motivated with 
the possible exception cf the Rossnbergs. Rather, the Soviets 
*0 1 liv'd Ci i wv [ ; 3 vi * vii v 'Ot.Oii , discretion or integrity 

end the incidents have usually involved money, sex, revenge, 
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Human weakness assumes even greater significance 
among cur personnel abroad. The Mat Iona I Security Agency 
and CIA together staff- installations in almost every country 
and these people overseas are obviously more exposed to the 
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are si! aware of recruitment attempts, kidnappings and even 
assassination. It behooves us to ensure that personnel 
assigned overseas are carefully screened from the outset and 
that they are continually indoctrinated in principles of per- 

s 

sonsi security so that they are a die to resist attempts at ex- 
ploitation not only in this country, but in hostile environments 


4 w» « w W M i « 


Before leaving the subject of personnel security, 1 would 


ii:c e to stress a yew rectors which 1 believe can provide a basis 
tor our continuing review of personnel security programs. 

First, f would like to stress the importance of the super - 
visor . A supervisor who regards the people who work for him 
as human beings, subject to pressures, tension and stress - 
rather than simply as mechanical tools - is one of our strongest 
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od social relationship between supervisor and supervised. 


I am advocating thee every supervisor know his people wall 
enough that he can recognize changes in behavior patterns 
that may have potential security significance. Many of our 
supervisors have been able to detect and assist their. em- 
ployees with problems, which, if disregarded, might have 
worsened to the point where they could have become a — 
definite security risk. 

Secondly, and tills Is in accord with the theme of your 
program this year, it Is important that a personnel security 
program be flexible. The young intelligence officers we are 
hiring today are just as sound as those we hired twenty years 
ago. Young people are needed, as they have always been 
needed, to in ject me new ideas and imagination that will keep 
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United States intelligence on top of the ever Increasing 


’equirements. »ur wa must recognize that the peoole wa are 


hiring today have been 


:ised and educated In a different world 
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Ws must, without any compromise of basic security standards, 
modify our regulations realistically and intelligently to reflect 


wi 


hanging attitudes in changing times. 


Finally, a good personnel security program must bo 


administered with a positive tone, with liberal application of 
sympathy and human understanding. The most effective 
security service is one that Is recognized as "friendly,” whose 
first concern is the interest of the. employees and the preser- 
vation of their human dignity. If the security service is 
administered in this fashion, employees will bring their 
problems to security personnel with confidence and trust. 
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A security service which loses sight of this has lost the race 
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There is another area cf security which has been of 
Increasing concern in recent months. This is the frequent 
and extensive compromise of intelligence through unauthorized 


•isclosures of classified information, primarily through the 


press.. Since 1959, the Security Committee of the United States 
intelligence Board has undertaken more than 100 investigations 
of newsoaoer and magazine articles which have contained 
classified intelligence information. This is a large number but 
more disturbing is the feet that 22 of these have occurred in 


the first five months of 1971, much the highest rate for any 
equivalent period in the history of the intelligence community. 

What is the effect of these disclosures and what is their 
significance to us as professional intelligence officers? 
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nion and ether foreign powers gratuitous Insioht into 


cur intelligence capabilities and limitations. Eg 


important. 


it serves to undermine at ail levels of government the impor- 


tance c* maintaining security. 


it is extremely difficult and usually impossible to condu 


uCC 


s successful investigation of unauthorized disclosures. The 


chief problem Is the wide dissemination of intelligence predu 


JflE ‘ [V 
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both within the intelligence community and elsewhere in 
Government. In many cases a thcrcuoh security Investigation 
would involve interviewing literally thousands of individual 


;ons timers. 


Thus, we have had to turn to other means of tiahfenina 


our security and maintaining the Integrity of our inteliigen 


ce 


information. Over the years, I have given considerable thought 
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more ronoral and fundamonbi concoot that one individual can 


accuma rasoonsIbiHty b; deciding that he alone knows best 
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The President has caressed crave concern about the 
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for faking action. Specifically, ho has directed that immediate 
review be made of a*! personnel having special or compart- 


mooted clearances with a view toward reducing the number of 
these clearances to an absolute 'minimum consistent with 
“need-to-know.” He has also created a special committee to 


review and recommend changes in tne txecuuve 


number 10501 - which contains procedures governing the 
classification and declassification of documents in the Unite: 
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and as Director of Central intelligence, i have taken a numbs 
of actions to close this gap In the security of the intelligence 
community. 1 have made repeated requests to members of the 
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minimum; and that personnel be re- 
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actions have had seme orfect but in the final analysis 
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ion must take ucon himself the responslbilii 


kr ensuring that he maintains the integrity of the privilege 
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Information to which ho has access. Unauthorized disclosures- 


enviously must stop. I urge each cf you to assume this respon- 
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Intelligence community and to the Government. We must work 
Individually and collectively to maintain the most impeccable 
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